
Hackable me



What is “hacking”?

“hacking means exploring the 
limits of what is possible,
in a spirit of playful cleverness”

– Richard Stallman

Father of the free software movement



Furniture
hacking

https://www.boredpanda.com/genius-ikea-hacks/



BANANA PIANO

physics
hacking

https://ebotics.com/activity/project-no-2-create-a-banana-piano/



electronics
hacking



Hacking in IT:

Make computer programs do things
that were not originally intended

Counter strike (1999),
originally a mod of the popular
shooter game “Half-Life”

2023:
(still) Top selling
game on Steam





good means bad means

“white hat”
hackers

“gray hat”
hackers

“black hat”
hackers

good intentions bad intentions

HACKING

ETHICAL HACKING UNETHICAL / CRIMINAL HACKING



Hacktivism

Warfare

Surveillance

Vengence

Enrichment

Fame

Fun

Research

Motivations to hack
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harmful,
but rare

harmless,
but frequent

not so 
frequent

not so 
harmful



Cybercriminals are after …

your
data

your
identity

your
resources



DARK
MARKETS



Sources: ‟Pricing Analysis of Goods in Cybercrime Communities”. Flashpoint. Oct 2019.
“Average price of stolen credentials on dark web marketplaces”. Statista. Feb 2019.

Personal
data (U.S.)

Scanned
passport

Personal
data (EU)

$4 $80 $65

1 hour attack
denial-of-service

Access to
compromised PC

Facebook
login

$25 $26$9



Cybercriminals are after …

your
data

your
identity

your
resources



can’t they

“hack”
or fake the

sender
address?

Theoretically yes, although there
are security restrictions like
SPF, DMARC, DKIM and
bla bla bla bla

but heck yes THEY CAN

but why should they?
when people fall for this



Cybercriminals are after …

your
data

your
identity

your
resources



Cybercriminals are after …

your
data

your
identity

your
resources



fear Von: Beitris Englert <hbeleonoretvi@outlook.com>
Datum: 12. Juli 2022
Betreff: Ech hunn dech opgeholl

Et schéngt, datt PeterLustig123 Äert Passwuert ass. Dir kennt mech vläicht net 
an Dir frot Iech wahrscheinlech firwat kritt Dir dës E-Mail, richteg?

Tatsächlech hunn ech e Malware op der Erwuessene Videos (Porno) Websäit
opgeriicht a roden wat, Dir hutt dëse Site besicht fir vill Spaass (Dir wësst wat 
ech mengen). Wärend Dir Videoe gekuckt hutt, huet Ären Internetbrowser
ugefaang fonctionnéiert als RDP (Remote Desktop) mat engem Keylogger deen
mir Accessibilitéit fir Är Écran an Web Cam. duerno, meng Software Programm
kritt all Är Kontakter aus Är Messenger, FB, souwéi E-Mail.

Wat hunn ech gemaach?
Ech hunn en duebel-Écran Video erstallt. Den 1. Deel weist de Video deen Dir 
gekuckt hutt (Dir hutt eng gutt schmaacht haha ...), an den 2ten Deel weist
den Opnahm vun denger Webcam.

genee wat soll Dir maachen?
Gutt, menger Meenung no, $2900 ass e faire Präis fir eist klengt Geheimnis. Dir 
maacht d'Bezuelung mat Bitcoin (wann Dir wësst dat net, sicht "wéi Bitcoin ze
kafen" op Google).
BTC Adress: 1KICTVUg5A9BPwoFC8S965tsbtqeWr&bty

(fake)

“Sextortion”



fear

triggered by a web site

“Push Notifications”





greed



[ investors ]

greed



[ investors ]

greed



greed

Your phone number:

+352 6xx xxx xxx Go



curiosity



pity



trust

https://luxtrust.lu.freehoster.net/reactivate

Phishing



trust

Phishing



laziness

I have read and 
agree to the terms 
and conditions



laziness

become vulnerable to malware/hacks!



What they do:

password guessing

password stealing

malicious software

credit card stealing

phishing

insecure passwords password re-use

phishing fake sellers

attachments downloads

Never log in / pay after clicking links.
Always type website address.

Use long passphrases.
Append app/site specific part.

Check authenticity of seller.
Use disposable credit cards.

Double-check sender.
Download from official app stores.
Have active anti-virus.
Automatic updates!

What you should do:



When unsure:

• Close window. Type website address.
• Prefer official apps over website.
• Ask for help.
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